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App TikTok developed in China, whose government engages in pervasive surveillance of its own citizens.

Do you think you are being followed? While you ponder the answer, let us recall that almost every action is passive observation. The average web page communicates received data with dozens of developers. The same can be said of many mobile applications. Some of them do collect sensitive information, including your location and data about calls. Different businesses and even event organizers use Bluetooth and WiFi to monitor people nearby. Retail networks use technology to facial recognition to identify buyers and make them personal promotions. Moreover, the resulting information private companies may share with law enforcement. 



Free cheese is only in mousetrap

Today, many pay attention to news about the leak of personal data of users of social networks, banks and other online platforms. But what about mobile ? Despite the fact that their requests are not always violate the privacy, anyway, their use involves risk. The fact that applications often require access to all sorts of information on mobile devices. If you want to publish photos to Facebook, the app needs to access your photo library. If you need traffic updates in real time, the app requests access to your location. Program convert speech to text request access to the microphone. But this does not mean that they are using access to listen to your conversations (although the Facebook app is just that ). However, some applications want to access other functions of mobile devices, which have nothing to do with the work of the application itself. This applies to requests for access to flash camera equipment and location information. The resulting information is then sold to ad networks.

Associate Professor of computer science at northeastern University David Choffnes that the reason for the data collection almost always is monetization. Personal data of users interested developers, as selling data to other companies and advertisers makes a profit. Therefore, even if a downloadable app is "free", users often pay for it to be confidential. The security of personal data today bothers many researchers. So, at Stanford law school think that there is an entire ecosystem based on that, to get as much information from phone users. The good news is that applications must now request and receive your permission to access certain functions of the device. Default access they have. That's why when you first install it POPs up a small window requesting access to camera, location or address book. Also, users can control the application to access their personal information, allowing it to track your location only while using the app. In the pop-up window is also usually indicated the reasons for which the application requests access. However, this does not stop some companies from violating the privacy policy. 



unfortunately, today should not count on the integrity of developers and heads of corporations

So, thanks to criticism of the companies and that in the past have allowed data breaches, steps have been taken to prevent unauthorized access to device functions and better inform users about what information to have access to installed applications. As reported , some apps request access to your location, to provide users with the best personalized information. Not to mention that they sell or use data for targeting ads. Recently the journalists of the New York Times that one of the most popular apps sent location data of users to 40 different companies while users felt that their location was monitored only for receiving a weather forecast.



Despite the fact that users must be aware of the collection of personal data by applications, description of the privacy policy can be long, vague and difficult to understand. So, in the notes about politics, some applications may be told that your data may be transferred to the branches, which actually means that they will be forwarded to advertisers and/or analytic agencies.

How to understand that data is collected without warning?

The Free app is usually downloaded trackers — in the end, developers need some way to earn money. Users should not expect that such application will not collect their data. 



Faceapp assures users that it does not provide data to the governmentRussia

The Results of conducted by members of the International Computer Science Institute, showed that the paid version of apps often have the same trackers as their free counterparts. Researchers believe that we are entering an era when we can not be sure that if you pay for the app, it will not get access to personal data. Games are often considered one of the most invasive apps, not to mention the fact that they are often designed or specially adapted for children, who should be protected in accordance with privacy laws, developed specially for children. Experts advise to carefully study the resolution of gaming applications before installation. 

Before you can download apps that ask for access to functions having no relation to the service, researchers are advised to think twice. However, it would be even better if you decide to learn more about the developer. So, if you don't want the Chinese government potentially have access to your data, you will be interested to know that TikTok is owned by Chinese company. TikTok representatives claim that the company does not store user data on Chinese territory and does not share this information with the government. Also, the app is based in Russia, but its developers have stated that it does not store user data in the country. In turn, representatives assure the public that do not provide users ' personal data to law enforcement, however, the number of criminal cases because of the posts in this social network suggests otherwise. So that you can decide whether to trust such companies. 



The researchers Also recommend periodically checking the phone settings to see which apps have access to personal information. More recently, Apple and Android devices began to tell users what functions of the application requiring access, provided he can change his mind. 

Illusion of control

Among experts who study the collection of personal data, is a widespread point of view that the application request for access to personal data — only the illusion of control. Applications often find other ways of obtaining the required information, including location data. They can also use data that does not need permission, such as unique device identifiers that allow applications to collect data about how and when to use them. The obtained information is then sent to advertisers by allowing them to improve their products and raise the level . But still use personal data?

Surely you have heard stories about break-ins and use of personal data. Recently Facebook and Twitter that the personal data of hundreds of users were in the public domain. The reason was the demand of some of the Android apps downloaded from the store , enter your account information. The company received a security report, according to which the development kit software called One Audience provides third-party developers access to personal data such as email addresses, user names and even latest tweets. It is not excluded that someone could gain control over someone else's Twitter account, however, the evidence is to date there. 

Gaming applications are among the most aggressive when it comes to privacy

Also hardly transparent application Facebook and Snapchat, as a large number of users regularly complain of privacy violations. However, the saddest thing is that there's nothing we can do about it. It remains only to boycott the application if you do not like or even abandon the use of some social networks. In this case, most likely, in the future the problem of personal data will become much more serious. 

How to maintain data confidentiality?

I Think, nobody will argue with the fact that people should have the right to know what information about them is collected and what it is doing. The situation in which private corporations handle personal information of users without their informed consent simply . However, almost every day we see that companies are not going to regulate the work with user data, as they are driven, first and foremost, the desire to make a profit. Moreover, many companies go even further: when users give permission to use personal data, applications, charge extra or reduce the quality of service. Thus, they should be held responsible for the misuse of confidential data. 

Researchers believe that the protection of personal data is necessary to require the introduction of improved privacy laws and their enforcement. And although privacy policy , download mobile apps without it can be downright dangerous. Of course, the best way to avoid the processing of your data by third party applications — not to load them at all. In the end, today everyone has to decide for themselves whether installation of the application that it takes. 
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And you can? SpaceX has released a real simulation of Crew Dragon docks with ISS
this month a new spacecraft from SpaceX Crew Dragon will deliver its first passengers to the International space station. How will this happen? Now you can see what the astronauts see when approaching the ISS. SpaceX has released the real online simu...




What the company will definitely survive the pandemic?
In the world in the midst of a pandemic coronavirus, which has already affected millions of people. And I'm not talking only about those who were infected, but also about those who have lost a job, got laid wages or even can no longer conduct busines...




Will we be able to survive without the Internet?
do you think we are still the ones who roamed the earth thousands of years, or we become a new society — society ONLINE? Almost like in the cult movie the Matrix. I have long thought that we are very dependent on the Internet, but wonder how. L...
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What if our creation will be able to exist on the Internet forever

is it Possible to exist in a virtual environment?
Imagine that the human brain can be scanned in minute detail, and recreated in a computer simulation. The human mind and its memories, emotions and personality will be duplicated. ...







 






Why do we believe fake news?

a Large amount of information makes it difficult to find truthful information.
We live in an era of excess the different information. Today it is difficult to imagine a person who never heard anything about fake news. The English ...







 






419 million records from the database Facebook discovered free access

Facebook user Data was leaked. Again
Facebook, one of the largest IT companies, and in combination the owner of the eponymous social network, messenger WhatsApp , Oculus Rift and a pair of other projects of lower rank continue to ...







 






Millions of sites with Google maps never existed. How did this happen?

Millions of organizations for which data placed in a map , actually do not exist and never existed. This was identified through the investigation of journalists of The Wall Street Journal. Among 200 million seats added over the ye...







 






Created virtual lie detector — the Internet will become more honest?

Perhaps in the future the Internet will be cleared from the scammers, and by users will have to carefully watch their words. Researchers from Florida state University have developed artificial intelligence that perfectly fulfills ...







 






Russia will not actually be satellite Internet because of the new law

In the future on Earth may appear global , covering the entire surface of the planet — doing this for the company and OneWeb . Judging by the new decree of the Russian Government, their deployment throughout the country will be ex...







 






What would happen if Russia will disconnect from the global Internet: the view from overseas

the global Internet infrastructure there is no Central authority. To make it work, everyone relies on everyone else. As a result, the global intertwining of submarine cables, satellites and other technologies that connect the worl...







 






YouTube will remove the video about the flat Earth and the reptilians from the list of recommendations

recommendation System based on machine learning are in almost every service. It helps people to read the articles, listen to music and watch the videos they are most interesting. Google is not the first year makes changes to the a...







 






Facebook is building an Observatory for laser communication with satellites

On the snow-covered top of the California mount Wilson housed many famous Observatory. For example, until 1949 it was the Hooker telescope, and in 2004 it appeared optical interferometer CHARA. At the moment, it built two new Obse...







 






The Ministry of communications has approved a bill to isolate the Russian Internet

In December 2018, the state Duma was introduced the bill, which implies the isolation of the Russian Internet from overseas servers. It is expected that thus the inhabitants of the country will be protected from data leaks. Accord...







 






#videos | Google has created a work of art using traffic cloud service

Using only one cloud storage Google Cloud daily runs many terabytes of traffic, and recently a group of designers from Google Cloud Storage in conjunction with the Agency Staman Design to visualize these flows. But not with boring...







 






Cyber criminals have learned to hide viruses in MEM

to Mask the virus program under normal files, criminals have learned for quite some time. Beginner user just regular mp3 files, pictures in jpeg or word document doc format will not cause any suspicion. Sometimes it even opens and...







 






Module InSight "heard" the Martian wind

the InSight Mission in which only 10 days ago on the surface of Mars dropped the lander and the science lab, sent us the first sounds of Martian winds on the red planet. Sensors InSight caught the faint hum caused by vibrations of...







 






The Chinese company has submitted a draft free satellite Internet to all

Many large corporations like Facebook, and SpaceX has repeatedly stated that researches in the creation of the global Internet, which will provide access to the world wide web at any point of our planet. And recently it became kno...







 






In Moscow, an attack on the new cable car

open two days ago, the cable car from the observation platform on Sparrow hills and Luzhniki stadium committed cyber attack. The news Agency TASS with reference to the press service of the Moscow cable car reports that the inciden...







 






MIT launches online project, where anyone will be able to manage a real person

Experiments that put scientists, not always are monotonous, boring and uninteresting to the public. Sometimes it is quite the opposite. For example, researchers from the Media lab at the Massachusetts Institute of Technology next ...







 






Closes Google mail Inbox and offers to go to Gmail

IT giant Google decided to close the postal service Inbox, open company 4 years ago. This decision was taken because of the desire to focus exclusively on Gmail. The fact that Inbox is closed, Google reported in its official blog....







 






The neural network from Facebook learned to understand memes

Artificial intelligence based on neural networks already used in many areas of our lives and teach him new tricks. For example, recently specialists, working to improve Facebook and Instagram, presented the Rosetta artificial inte...







 






Google wants to "kill" the URL in the name of security users

Google Engineers are going to arrange another reform on the Internet. The Google Chrome browser already eradicates the HTTP Protocol, marking using his sites as unsafe and forcing administrators to move to HTTPS encryption. Accord...







 






Google Assistant speaking Russian

two years after the presentation of the virtual assistant Google now Assistant and he started speaking in Russian. To speak with an Assistant can not only Android, but also iOS users. Update deployment will be gradual.

the What m...











Menu

	Advertising
	Auto
	Automotive news
	Bitcoin
	Business-and-analytics
	Camera
	Computers
	Cosmos
	Dissenting-opinion
	Downloadabe
	Entertainment
	Gadgets
	Game-console
	Game-reviews
	Internet
	Iron
	It-s-interesting
	Laptops
	Medicine
	Multimedia
	Mysteries-of-energy
	Navigation
	News
	Peripherals
	Phones
	Promo
	Reading
	Research
	Robots
	Rumors
	Science
	Soft
	Software
	Sound-and-acoustics
	Space
	Tablets
	Technologies
	Technology
	That-is-intriguing
	Tv
	Weapons
	ZTE


Last news

	



Co-owner Bitcoin.org Coinbase Pro ridiculed and called a stock exchange Scam

co-Owner Bitcoin.org and most popular forum about cryptocurrency Bitcointalk.org Cobra called Coinba...







	



The Ethereum is a cryptocurrency Scam. A new report Chainalysis

When people learned how to create a new cryptocurrency and began to build their infrastructure like ...







	



What will be the shelter for the first Martian colonists?

Mars is not the friendliest planet for humans
While the Red Planet is roaming rovers, researchers ar...
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